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Flowwatch Overview 

Installation: 

Basically you will need to deploy Flowwatch into your server. 

(1) Download your Flowwatch image from Flowwatch.com 

(2) Install the Flowwatch and make sure http://[Flowwatch IP] is up. 

(3) Browse to http:// [Flowwatch IP] and use the default username /password to 

login. The default login username and password are both "admin". 

Note: It is essential to change the password right after first login to ensure the 

security of the system. Please refer to the related pages about how to perform 

password changes to a specific account. 

 
Figure 1 – Web interface Login Page 

 

The follow ports are used for specific purpose, please make sure that there are no 

other software/service use them. 

 

Port Name Default Port Numbers Definition 

HTTP Port 80 

You can connect to Flowwatch 

from a web browser via 80 

port. 

Netflow Listener port 9990 / 9991 / 9992 

These are the listener port on 

which Netflow exports are 

received from routers. 

Table 1 – Port Requirements 
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Web Interface Overview: 

Upon successful login, you can see the main page as shown below. The Web interface 

consists of three parts: 

1.  The banner area 

2.  The navigation menu 

3.  The work area 

 

 

Figure 2 – Web interface 

 

1. The banner area: 

This area has the following parts: 

(1) Logo and Model: It shows the Flowwatch logo and the model. 

(2) Alerts: If the USB key is not inserted, the alert will be shown here. 

(3) Time: The system time will be shown here. 

(4) Administration: It shows the login user name here. 

(5) Logout: If you want to logout the system, you just need to click the link. 

(6) Version: The current version of Flowwatch system. 

 
Figure 3 – Authentication failed 

 

2. The navigation menu: 

The navigation menu items can be expanded/collapsed by clicking on them. Below is 

the list of menu items with the links to their explanations. You can reach the 

subcategories by clicking the main menu. The primary categories are shown in a 

different color than the lower-level categories. The main terms and sub-entries will 
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be shown in this area. 

(1) Control Panel 

(2) Query 

(3) Report 

(4) Public Report 

 

Note: Not all of the above listed items are visible to the users who are not 

administrator permission. 

 

3. The work area: 

Some navigation menu items may contain lots of configuration page. The sub 

navigation menu items will be shown in the main work area. You can supply 

information and make selections that are need to complete the task you selected. 

 

Figure 4 – The work area 

 

In the above example, Administrator, Network, Maintain and Flow analysis report are 

seen as sub navigation menu item. 

 

Icons: 

There are some icons appear throughout the web interface. 

 

Icon Definition 

 Save 

 Edit 

 Delete 

Table 2 – Icon Table 

 

Note: There are some differences between trial version and retail version. 

We will use the text in blue and italic to display the differences. 
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Control Panel 

System Config: 

Administrator 
The administrator can set up the email notifications and change the inactivity 

timeout value here. The Administrator’s email box is the email address(es) that you 

want to receive the alerts on. 

Note: Separate multiple email addresses with commas. Flowwatch system will fill the 

first email address into the ‘From(Sent as)’ field of notification.  

 

Figure 5 – Email notifications setting 

 

Network 
The settings in the Network configuration form are: 

■ Architecture: You can select Receive Netflow or Generate Netflow itself as 

Data source. 

Note: When you select Receive Netflow, you need to configure switches to send 

Netflow to Flowwatch. You can use 9990/9991/9992 as the destination port. 

■ NTP: You can specify a IP address of NTP server in this field. 

By filling out the following two fields, you can forward the Netflow Data to other 

device. 

■ Netflow forward IP: 

■ Netflow forward port: 

■ Time Zone: You can use the Time Zone drop-down menu and select the 

correct zone setting. 

 
Figure 6 – Network configuration 
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Maintain 
You can enter the capacity that used to store the netflow data. You can also set up 

the threshold of alarm system. If the disk usage exceeds the threshold, the system 

will send an email to the administrator. You can create backups of your Flowwatch 

system’s current configuration, and restore it if necessary. It is recommended that 

you regularly make backups. 

 

Note: The system will send the notification at 4 o’clock (in the morning). 

 

Figure 7 – Network configuration 

 

Flow analysis report 
By clicking the Purge all report button on the top right corner, you can purge all 

reports and logs in the flowwatch system. You can also change the purge setting. 

 

 
Figure 8 – Report data configuration 

 

Note: The purge report threshold must always be less than the hard disk usage 

threshold. 

 

Local Subnet: 

IPv4 Local Subnet 
You need to define the local subnets that you want to monitor. You can add a new 

one by clicking the Add new button on the top left corner and then filling in the 

information and click the save icon. After you add all desired subnets to the 

Flowwatch, you need to click the Apply button so that the setting will be applied. 
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Figure 9 – Local subnet setting 

 

Local subnets exclude from public report 
You can filter out the specific IP addresses or subnets from the public report by 

making the filter. If you have multiple IP addresses or subnets to exclude, you can 

make multiple filters. You can add a new one by clicking the Add new button on the 

top left corner. 

Example: 

If you want to filter out a subnet of IP addresses like 192.168.0.*, you can set up the 

filter like the following figure shown. 

 

Figure 10 – Set the exclude filter for the public report 

 

IPv4 Subnet of each unit 
This setting allows you to create groups based on the IP address for reporting 

purpose in Flowwatch. 

 
Figure 11 – Unit’s subnet configuration 

 

You can create a new group by clicking the Add new button. All you have to do is 

filling in the information and click the save icon. The system allows you to export the 

data by clicking Export Data button. The data will be saved as a CSV file on your 

client computer. A file select dialog box pops up, you have to enter or select a file 

name and click 'save' in order to have the file actually stored. You can also import 

your data to the system by clicking the Import Data button. You need to select the 
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file that you want to import and then click the Import Data button. 

Note: The Flowwatch system can only read a CSV file in fixed format. 

 Figure 12 – Import Data to the unit’s subnet configuration 

 

People Data 
You can create a relationship between IP address and its user. Sometimes you may 

want to make the report content more readable. The system allows you can create a 

relationship between IP address and its user. You can also add a custom column into 

the report. 

Follow the steps to create a new mapping relationship: 

 

# Description 

Step 1 Click the New Data button on the top left corner. 

Step 2 Fill data into the form and then click the save icon. 

 

 

Figure 13 – Add a new data in the staff data table 

 

Follow the steps to create a new column: 

 

# Description 

Step 1 Click the New Column button 

Step 2 Specify the name of the new column and then click the save icon. 

 

 

Figure 14 – Add a custom column into the report 

 

There are two ways that you can choose to import the data. 
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1. Import the CSV file manually: 

(1) Select Import from CSV file manually. 

(2) You need to click the Select file button and then select the file that you want 

to import. 

(3) Click the Import button, the import file will be imported. 

 

Figure 15 – Manually import a file into the system 

 

2. Automatically import data into Flowwatch: 

(1) Select Auto import from CSV file periodically. 

(2) Select the time interval for file updating. 

(3) Enter the file path location. 

(4) Click on the Import button to save the setting. 

 

Figure 16 – Import a file into the system automatically 

 

Note: If the checkbox in column header is checked, the header and data will be 

displayed in the report. 

Note: The Flowwatch can only read a CSV file in fixed format. 

 

IPv4 subnet of outside units 
This setting allows you to create groups for outsider units based on the IP address for 

reporting purpose in Flowwatch. You can create a new group by clicking the Add new 
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button. All you have to do is filling in the information and click the save icon. The 

system allows you to export the data by clicking Export Data button. The data will be 

saved as a CSV file on your client computer. A file select dialog box pops up, you have 

to enter or select a file name and click 'save' in order to have the file actually stored. 

You can also import your data to the system by clicking the Import Data button. You 

need to select the file that you want to import and then click the Import Data 

button. 

 

Note: The Flowwatch system can only read a CSV file in fixed format. 

 

Figure 17 – Import Data to the outsider unit 

 

Services: 

Port numbers range are from 0 to 65535, but the first 1024 ports are reserved for 

privileged services and designated as well-known ports. You can add/edit/delete an 

entry by yourself. It can be applied to the filter: protocol to a report. 

 

Figure 18 – Some of the well-known ports 

 

To add a new entry, click the Add new button. You can fill out the fields and then 

click Save icon. 

 

Note: One service name can have many port numbers. One port number can only be 

in one service name. It is a one-to-many relationship. 
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Figure 19 – Add new port service 

 

Administrator: 

User management 
1. To add a user to the system, click the Add new button. 

You can specify the username, password and privilege in the page. If the user to be 

added will have administrator privileges, select Administrator in the drop-down list. 

There are two principal access levels: 

(a) Administrator: Read-write access. The administrator credentials allow changes 

to be made to all system parameters. 

(b) Normal user: Read-only access. The normal user credentials permit viewing 

reports but prevent making and saving changes. 

 

2. To update the user information, click the Edit icon and then change the fields as 

desired. After you finish your change, click the Save button. 

 

3. To delete the user from system, click Delete icon. 

 

Figure 20 –The interface of User management 
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Function management 
In this page, you can set which functions that can be shown to normal user. 

 

 
Figure 21 – Function management 

 

Abnormal Traffic: 

Abnormal traffic monitor list 
Flowwatch allows the administrator to add monitor list as the report filter condition 

for ‘Inbound Src.’/’Outbound Dst.’ report. 

 

Figure 22 – Use monitor list as a filter condition 
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Follow the steps to create a new monitor list: 

 

# Description 

Step 1 Click the Add new button 

Step 2 Specify the IP address and Comment 

Step 3 Click the ‘Save’ to save the setting 

 

 
Figure 23 – Add a new record to the monitor list 

 

Follow the steps to import a CSV file for the monitor list: 

 

# Description 

Step 1 Click the Import Data button 

Step 2 Click Select file button and select the file that you want to import 

Step 3 You can choose to overlay or merge with the existing records 

Step 4 Click the Import Data button 

 

Note: The Flowwatch system can only read a CSV file in fixed format. 

 

Figure 24 – Import records to the monitor list 

 

The flowwatch allows administrator to configure individual anomalous behavior 

detection. If you want to receive the email alerts, please make sure the email alerts 

are tuned on in each of the detection settings page. 

 

Worm Detection 
When a worm detection is triggered, the specified email addresses will receive an 

email with information about what happened. 
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Figure 25 – Worm notification setting 

 

Detect Port Scan 
When a port scanning detection is triggered, the specified email addresses will 

receive an email with information about what happened. 

 

Figure 26 – Port scanning notification setting 

 

UDP Flood Detection 
When a UDP flooding detection is triggered, the specified email addresses will 

receive an email with information about what happened. 

 

Figure 27 – UDP flooding notification setting 

 

SSH Password Guess Detection 
When a SSH password guess detection is triggered, the specified email addresses will 

receive an email with information about what happened. 

 

Figure 28 – SSH notification setting 

 

Detect MSSQL Attacks 
When a MSSQL attack is detected, the specified email addresses will receive an email 

with information about what happened. 

 

Figure 29 – MSSQL notification setting 
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Detect Telnet Attacks 
When a telnet attack is detected, the specified email addresses will receive an email 

with information about what happened. 

 

Figure 30 – Telnet notification setting 

 

Detect DOS Attacks 
When a DOS attack is detected, the specified email addresses will receive an email 

with information about what happened. 

 

Figure 31 – DOS notification setting 

 

Detect DNS Attacks 
When a DNS attack is detected, the specified email addresses will receive an email 

with information about what happened. 

 

Figure 32 – DNS notification setting 

 

Detect NTP Attacks 
When a NTP attack is detected, the specified email addresses will receive an email 

with information about what happened. 

 

Figure 33 – NTP notification setting 

 

System Info: 

This part of page provides the hardware utilization, such as the utilization of CPUs, 

memory and the hard drive usage. 
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Figure 34 – Hardware utilization 

 

Note: By default, a container has no resource constraints and can use as much of a 

given resource. Therefore, the host might have a ‘out of memory’ problem when 

there are multiple containers.  

 

System Events: 

To check the event logs, go to the System Events. You can define the time range to be 

displayed in the report. After you specify the range of records to be displayed. Then, 

click Query button. The filtered data will be displayed and sorted by the time when 

they were originated. The Create CSV/Create PDF button lets you save the report as 

a CSV/PDF file on your client computer. A file select dialog box pops up, you have to 

enter or select a file name and click 'save' in order to have the file actually stored. 

 

Figure 35 – The System Events window 
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Figure 36 – The filtered data will be displayed 

 

Query 

Real-time Query: 

The Flowwatch can provide the dynamic filtering displaying historical traffic results. 

The administrator can use this feature to identify some malicious traffic. You can 

export the results of a report to a PDF/CSV file by click the ‘Create PDF’/’Create CSV 

‘ button. 

Possible condition types are described below: 

■ Time range: You can specify the time periods for the report. 

■ Core Switch: You can specify the data source for the report. 

The relationship between core switch number and listener port number : 

Core Switch # Listener port # 

Core 1 9990 

Core 2 9991 

Core 3 9992 

All 9991, 9992 and 9993 

 

■ Source IP: You can specify an IP address as the source IP. 

■ Src Port: You can specify a port number as the source port number. 

■ Destination IP: You can specify an IP address as the destination IP. 

■ Dst Port: You can specify a port number as the destination port number. 

■ Flow Direction: In which direction should data be accounted? Local, 

Inbound, Outbound, Bidirectional or any? 

■ Group by: You can group data by IP, Source port number or destination port 

number. 

■ Protocol: In which protocol should data be accounted? All, TCP, UDP, ICMP 

or IGMP? 

■ Order by: To sort the result by traffic or flow.  

■ Top: It will list the first N records in this report. 
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Figure 37 – Dynamic Traffic Query 

 

Note: The trial version can only display the first 10 records. 

 

Daily Graphic: 

The Flowwatch can provide the abnormal traffic matrix and the Multi Router Traffic 

Grapher (MRTG). The abnormal traffic matrix is arranged in a 

9-scene-deep-by-24-track-wide grid. It lets you know exactly what had happened in 

each day. The grid will light up if an event occurred. You can read the report by 

clicking on the grid. You can export the results of a report to a PDF file by click the 

Create PDF button. 
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Figure 38 – The 24-hour report 

 

Possible condition types are described below: 

■ Date Time: You can change this report to a different start time. 

■ IP: You can specify an internal IP address. 

■ Core Switch: You can specify the data source for the report. 

 

You can also change the start time by clicking the following button. 

# Description 

1 Set the start time to the previous day 

2 Set the start time to the previous hour 

3 Set the start time to the current day 

4 Set the start time to the next hour 

5 Set the start time to the next day 
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Long Term Graphic: 

Flowwatch can provide the monthly and yearly statistics and graph to the 

administrator. You can export the results of a report to a PDF file by clicking the 

Create PDF button. For the weekly date-time axes, we use numbers to display the 

weekday (0-6, 0 being Sunday). 

 

Figure 39 – The weekly graph 

 

Traffic Monitor: 

This feature allows you to monitor the network traffic of each IP address. The input 

field : ‘IP Filter’ runs the fuzzy search. 
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Figure – The Traffic Monitor 

 

IP Event Query: 

Sometimes you may want to find out the event for a specific IP address. You can enter 

the IP address into the ‘Source IP’ or ‘Destination IP’ field.  

Note: You have to fill in at least one field. 

 

Figure 40 – Generate the event report for the particular IP address 

 

Report 

The Flowwatch can provide kinds of report. You can export the results of a report to a 

PDF or CSV file. The flowwatch can provide the network traffic usage report on an 

hourly, daily, weekly, monthly and yearly basis. 

 

Note: The trial version can only display the hourly, daily and weekly report. In the 

hourly report, the trial version can only list the first 10 results. In the daily report, 

the trial version can only display the first 30 results. 
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Traffic Summary: 

The Flowwatch system can provide a network traffic usage report to the 

administrator. The administrator can also read the drill through report for the traffic 

usage of each network service. These report can be exported to CSV / PDF file by 

clicking the Create CSV/Create PDF button 

 
Figure 41 – The traffic usage report 

 

 
Figure 42 – The inbound traffic usage of each network service 

 

Inbound Dst. : 

The administrator can use the cross filter to create an inbound network traffic report 

which grouped by the destination IP address. 

 
Figure 43 – The inbound traffic report 
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Inbound Src. : 

The administrator can use the cross filter to create an inbound network traffic report 

which grouped by the source IP address. 

 

Figure 44 – The inbound traffic report 

 

Inbound Unit: 

The administrator can use the cross filter to check the inbound network traffic of 

each unit. 

 
Figure 45 – The inbound traffic report of each unit 

 

Outbound Dst. : 

The administrator can use the cross filter to create an outbound network traffic 

report which grouped by the destination IP address. 
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Figure 46 – The outbound traffic report 

 

Outbound Src. : 

The administrator can use the cross filter to create an outbound network traffic 

report which grouped by the source IP address. 

 
Figure 47 – The outbound traffic report 
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Outbound Unit: 

The administrator can use the cross filter to check the outbound network traffic of 

each unit. 

 

Figure 48 – The outbound traffic report of each unit 

 

Local Traffic: 

The administrator can use the cross filter to check the internal network traffic. 

 
Figure 49 – The report of internal network traffic 

 

Note: The ‘Name’ is custom field. 
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BiDirection Traffic: 
The administrator can use the cross filter to check the bidirectional traffic. 

 

Figure 50 – The report of bidirectional traffic 

 

Note: The ‘Name’ is custom field. 

 

Top N Per Unit: 

The administrator can check the top N lists of the unit. If you do not set any unit, all 

data will be regarded to the unit: Other 

For more about setting the unit, refer to this section. 

 

Figure 51 – Top N report of each unit 

 

Note: The Protocol filter will be effectively useless when the Packet Direction is set 

to Bidirection. 
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Fake IP: 

Generally, you should find the local IP address in the source IP field or destination IP 

field. If the system detect the IP in either field, it means someone might spoof an IP 

address. You can also export the report to CSV / PDF file by clicking the Create 

CSV/Create PDF button. 

 

Figure 52 – The report of fake IP 

 

Worm Report: 

You can use the cross filter to find the worm attack records that you need in a report. 

You can also export the report to CSV / PDF file by clicking the Create CSV/Create 

PDF button. 

 
Figure 53 – The report of worm attack 
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SSH Passwd Guess: 

You can use the cross filter to find the SSH password guessing attack records that you 

need in a report. You can also export the report to CSV / PDF file by clicking the 

Create CSV/Create PDF button. 

 

Figure 54 – The report of SSH password guessing attack 

 

MSSQL Attack: 

You can use the cross filter to find the MSSQL attack records that you need in a 

report. You can also export the report to CSV / PDF file by clicking the Create 

CSV/Create PDF button. 

 

Figure 55 – The report of MSSQL attack 

 

Telnet Attack: 

You can use the cross filter to find the Telnet attack records that you need in a report. 

You can also export the report to CSV / PDF file by clicking the Create CSV/Create 

PDF button. 
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Figure 56 – The report of telnet attack 

 

Port Scan: 

You can use the cross filter to find the port scanning attack records that you need in a 

report. You can also export the report to CSV / PDF file by clicking the Create 

CSV/Create PDF button. 

 

Figure 57 – The report of port scanning 

 

UDP Flood: 

You can use the cross filter to find the UDP flooding attack records that you need in a 

report. You can also export the report to CSV / PDF file by clicking the Create 

CSV/Create PDF button. 



31 
 

 
Figure 58 – The report of UDP flooding attack 

 

DOS Attack: 

You can use the cross filter to find the DOS attack records that you need in a report. 

You can also export the report to CSV / PDF file by clicking the Create CSV/Create 

PDF button. 

 
Figure 59 – The report of DNS attack 

 

DNS Attack: 

You can use the cross filter to find the DNS attack records that you need in a report. 

You can also export the report to CSV / PDF file by clicking the Create CSV/Create 

PDF button. 

 
Figure 60 – The report of DNS attack 
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NTP Attack: 

You can use the cross filter to find the NTP attack records that you need in a report. 

You can also export the report to CSV / PDF file by clicking the Create CSV/Create 

PDF button. 

 

Figure 61 – The report of NTP attack 

 

Attack Source: 

The system can provide a statistics for the attacking countries. It also counts the 

number of attacks that has been produced during the period. You can generate the 

monthly, quarterly, semiyearly and yearly report by selecting the ‘Report Type’. This 

report can be exported to CSV / PDF file by clicking the Create CSV/Create PDF 

button. There are two special groups: Outside and unknown. 

 

■ Outside: This group includes the IP addresses which are not belong to your 

local area network (LAN). 

■ unknown: This group includes the IP addresses which cannot be identified. 

 
Figure 62 – The cybersecurity statistics 



33 
 

Attack Counts: 

Flowwatch can provide the cyber security statistics for each kind of attack. 

 

Figure 63 – The cybersecurity statistics 

 

Public Report 

Sometimes you may want to share reports with someone who doesn’t have an 

account. For the Top N report, the administrator can hide the information of the 

specific IP addresses. For more on this, refer to this section. 

Traffic Graphic: 

 
Figure 64 – The public Network Traffic 
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Top N: 

 

Figure 65 – Top N report 

 

Note: The trial version can only display the first 30 records. 


